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	 Job Title
	 Security Engineer


	 Grade
	 4

	 Starting salary
	 £32,570 (£33,710 from 1 April 2026)


	 Employment type
	 Permanent, full time

	 Directorate
	 Corporate Services and Accounts

	 Department
	 Digital Services

	 Location
	 Edinburgh


Information about the role
Reporting to the Senior Infrastructure Engineers, the Security Engineer supports the operation and development of SLAB’s cybersecurity controls, monitoring capabilities and security processes.
The post holder will maintain a secure and compliant technical environment through activity such as vulnerability remediation, monitoring, alert investigation, configuration hardening, access reviews, and maintaining evidence for audit.
The Security Engineer works closely with the Senior Infrastructure Engineers, Helpdesk, and wider Digital Services teams to ensure systems remain well-protected and security requirements are consistently applied.
Main duties and responsibilities
Security operations
· Monitor security tools and alerts, investigating issues and escalating them when required
· Support the configuration, monitoring, and improvement of security controls across on-premises and cloud environments, including Microsoft 365 and Azure identity security features
· Assist with maintaining secure configurations across servers, networks, and end-user devices
· Research emerging cybersecurity threats, tools, and best practices, and contribute to recommendations for improving SLAB’s security posture
· Support activities relating to endpoint protection, Multifactor Authentication (MFA), logging security information, event management (SIEM), and vulnerability management platforms.
Vulnerability and patch management
· Review vulnerability reports and assist in prioritising remediation work
· Work with the Senior Infrastructure Engineers to support patching activities and confirm completion
· Maintain clear records of vulnerabilities, exceptions, and remediation progress
Access control and identity management
· Support periodic access reviews, privileged access checks, and account verification
· Assist with MFA administration, conditional access changes, and configuration updates
· Help ensure user access aligns with security and governance requirements.
Security assurance and compliance
· Support the technical work required to maintain Cyber Essentials Plus controls
· Assist in preparing evidence for audits and reviews, ensuring records are accurate and up to date
· Follow and help develop established procedures for documenting security events and risks
· Contribute to disaster recovery assurance by supporting backup verification, maintaining related evidence for audit and assisting with security aspects of Disaster Recovery (DR) testing.
Incident support and investigation
· Assist in the investigation of security incidents and help gather relevant data and logs
· Contribute to identifying root causes and support follow-up remediation or improvements
· Work with the Senior Infrastructure Engineers to improve incident response processes.
Technical changes and projects
· Support security-related tasks in projects, such as hardening new systems, reviewing risks, and validating configurations
· Help implement new security tools, monitoring improvements or configuration updates
· Follow change control processes and participate in planned out-of-hours work, when required.
Collaboration and knowledge sharing
· Work closely with the Senior Infrastructure Engineers to align security and operational activities
· Support the Helpdesk by providing security guidance and helping reduce avoidable escalations
· Share knowledge with colleagues and contribute to documentation and internal awareness.
Documentation and standards
· Maintain accurate documentation of security procedures, configurations, and review cycles
· Update security records, evidence folders, and configuration baselines following changes
· Support the development and improvement of security standards and working practices.
Person specification
You will be asked in your personal statement to provide evidence as to how you meet the essential and desirable criteria listed below:
Essential criteria
· Understanding of cyber security principles such as secure configuration, access control, patching and monitoring
· Experience working with security or infrastructure tools (such as antivirus/EDR, logging systems, MFA, firewalls or vulnerability scanners)
· Ability to investigate issues methodically and interpret technical information
· Strong organisational skills, with the ability to manage workload and maintain accurate records
· Good communication skills, able to explain issues clearly to technical and non-technical colleagues
· Commitment to following procedures, maintaining documentation, and ensuring consistency
· Full UK driving licence and ability to travel between SLAB sites, as required.
Desirable criteria
· Experience with vulnerability management platforms like Nessus Pro/Tenable or equivalent tools
· Familiarity with Microsoft 365 and Azure security features
· Experience supporting compliance frameworks such as Cyber Essentials Plus
· Understanding of networking fundamentals (such as VLANs, firewalls, routing, wireless security)
· Experience with technologies such as Sophos XGS, Cisco networking, VMware, NetApp, or Citrix
· Experience with scripting, automation or log analysis
· Experience assisting with incident response or security investigations
· Awareness of cloud security concepts, such as identity protection, zero trust principles, conditional access, and secure configuration in Microsoft 365 or Azure environments
· Experience using cloud-based security tools or portals (such as Microsoft Defender, Entra ID security features, cloud audit logging)
· Interest in researching emerging security threats and evolving best practices.
Criminal record check
For this post we require a Level 1 Disclosure Scotland check. For more information about types of criminal record checks in Scotland, visit Types of disclosure - MyGov.Scot.
Qualifications
Honours degree in computing/IT security or relevant, significant experience in security operations, cybersecurity support, or infrastructure administration.
Security or technical certifications (for example Security+, Microsoft, Cisco, Sophos) are welcomed but not essential.
Please note that if you fail to demonstrate how you meet the minimum qualifications as stated above, your application will be automatically sifted out.
Competencies required
In addition to the essential and desirable criteria above, the following competencies are also required for the role.
Self-awareness 
· Responsible for personal behaviour and is accountable for own actions, health and wellbeing
· Aware of personal strengths; takes pride and responsibility for performance at work and is responsive to constructive feedback
· Adaptable and embraces new ways of doing things, contributing ideas and energy to continuous improvement
· Takes control of personal and professional development, actively managing own Personal Learning Plan and supporting the development of others when needed.

People management  
· Prioritises and agrees objectives aligned with the Operational Plan to engage staff, maximise adaptability, and build capacity to deliver
· Credible with staff, creating conditions to build confident, effective teams that empower, value, and motivate people, managing workload and equalities
· Raises performance using constructive challenge, feedback, and coaching skills, seeking support and advice from HR professionals when needed
· Aware of impact on others and creates a positive environment for innovation, learning, health and wellbeing.

Communications and engagement   
· Engaged and credible with stakeholders, connected to a range of internal and external networks
· Communicates clear and creative ideas that meet the needs of a range of audiences, ensuring objectives and outcomes are achieved
· Produces concise, clear, well-structured written work using SLAB guidance
· Considers and communicates the impact of decisions on wider policies and programmes.

Improving performance 
· Demonstrates ongoing use of relevant performance improvement tools and techniques, including skills development
· Uses Programme and Project Management Principles effectively and proportionately 
· Adapts quickly to fit skills and resources to changing circumstances and expectations
· Applies risk management principles to decision-making, controlling opportunities and threats to achieving objectives.
Analysis and use of evidence 
· Use evidence to assess, measure, and evaluate projects and policies, considering the impact on other policies and government outcomes
· Engage with analytical specialists at appropriate stages of policy and programme development
· Interrogate analytical and management information to draw out key messages and findings to support decisions
· Organise and collate robust information from a variety of sources in decision-making, sharing knowledge and information across the wider system.

Financial management 
· Uses accurate and relevant financial data to create objectives and targets relevant to budget responsibilities
· Takes responsibility for the monitoring and controlling of expenditure
· Understands and applies the principles of Budgeting, Financial Management, and Resource Accounting outlined in the ‘Scottish Public Finance Manual’
· Maintains regular contact with relevant finance staff, and knows when to seek advice from audit, risk, procurement, and finance professionals.
Starting salary
This job is Grade 4 within SLAB, which currently has a starting salary of £32,570. The current maximum of the Grade 4 scale is £37,250, payable after five years, assuming standard progression through the grade. Progression is subject to satisfactory performance. 
The salary progression is outlined in the table below, providing the performance at the end of year review is formally rated as at least ‘good’ under SLAB’s Performance Management system. 
	Salary with effect from April 2026

	£33,710 - £38,560 a year within Grade 4



These figures are based on SLAB’s current pay position which covers a two year pay period from 1 April 2025. Any future salary increases after 31 March 2027, either because of pay progression within Grade 4 or other increases to salary points, are subject to Public Sector Pay Policy, Scottish Government approval of an affordable pay remit, SLAB’s negotiations with the Union on pay reviews, and SLAB’s pay policy.
Working pattern
The standard working week is 35 hours, totalling seven hours each day. Flexible work may be available but should be discussed.
If you are applying for a full time position on a part time basis (less than 35 hours per week), please give details of the number of hours and pattern of part time work you would be interested in. 
Other information
Your permanent place of work is located at: 
Thistle House, 91 Haymarket Terrace, Edinburgh EH12 5HE.
At SLAB, we have adopted a hybrid working approach that gives employees the flexibility to choose where they work, considering individual needs, business requirements, and job roles. We recognise the importance of supporting a healthy work–life balance and offer flexible working arrangements to help employees achieve this.
If you wish to learn more about us and our direct services, please visit our website.
Please note that this information is provided for guidance only and does not form part of the conditions of employment.
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